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Above all, I would like to give summarized information about the “Professional Information Technology” Training Center, having no analogue in Azerbaijan. 

The Center, in which specialized professionals, owning highly qualified knowledge (Egey University – Computer Engineering) and skills, as well as international Certificates (such as MCP, MCSA, MCSE, MOUS, MCT, A+, UNIX, RHCE, OCP, CCNA, CCNP, CEH) are involved, enables the attendees to develop their knowledge and skills on the Information Technology, to get new knowledge and skills, as well as to improve their education in this field.

Moreover, we would like to notify that the Center is having  Security Club: 
Module 1: IT Security

OSI & Real Threats: Physical layer threat, Data-link layer threat, Network layer threat, Transport

layer threat, Session layer threat, Presentation layer threat, Application layer threat.

Defense Model: Models of defense, Concepts of defense, Concept of 3 tiered Architecture

Fundamentals: Security model, Information Flow, Security concepts.

Security Policy Development: Authentication policies, Network policies, Date integrity policies,

Remote access policies, Security life cycle management, Authentication and authorization

controls, etc.,

Data Security architecture: Key exchange, cryptography, Non-repudiation, Desktop encryption,

overview and methods of hacker terms & password cracking.

Module 2: Network Security

Overview & Types: Firewall technologies, Intranet / Extranet & DMZ, Network Device security,

Wireless network security, Intrusion detection system, fragmentation & re-assembly attacks.

IDS types & Detection Models: Host based IDS, Network based IDS, Network role based security,Network & Proxy connectivity

DNS & Web Servers: Overview, DNS security, web server security, attack types, right type.

IP Telephony & streaming media: Streaming media protocols, credit card security, User related

security, Operating system security, classic security modules etc.,

Windows & Linux Security: Overview, Types of security applied, Securing windows communications,

File scanning, IP restriction, Log scanning applications, Web application security, Remote access.

· Module 3 Cisco Secure PIX Firewall

- Network Security Fundamentals

-Firewall Technologies and the Cisco PIX Firewall

-System Maintenance

-Understanding Cisco PIX Firewall Translation and Connections

-Configuring Access Syslog

-Cisco PIX Firewall Failover

-Virtual Private Networks

-PIX Device Manager

-Content Filtering with the Cisco PIX Firewall

-Overview of AAA and the Cisco PIX Firewall

-Attack Guards and Multimedia Support

Module 4 Cisco CCNA Security 

-Hackers - Their Motives and Methods

-Introduction to SDM (Security Device Manager)

-Authentication, Authorization, and Accounting (AAA) 

-Layer 2 Security

-Layer 3 Security

-The Intrusion Prevention System (IPS)

-Firewalls

-Cryptography and Virtual Private Networks (VPNs)

-Introduction to Voice and SAN Security

-Introduction to Cisco Network Solutions

Module 5 CEH

Module 1: Introduction to Ethical Hacking 

Module 2: Hacking Laws 

Module 3: Footprinting 

Module 4: Google Hacking 

Module 5: Scanning 

Module 6: Enumeration 

Module 7: System Hacking 

Module 8: Trojans and Backdoors 

Module 9: Viruses and Worms 

Module 10: Sniffers 

Module 11: Social Engineering 

Module 12: Phishing 

Module 13: Hacking Email Accounts 

Module 14: Denial-of-Service 

Module 15: Session Hijacking 

Module 16: Hacking Web Servers 

Module 17: Web Application Vulnerabilities 

Module 18: Web-Based Password Cracking Techniques 

Module 19: SQL Injection 

Module 20: Hacking Wireless Networks 

Module 21: Physical Security 

Module 22: Linux Hacking 

Module 23: Evading IDS, Firewalls and Detecting Honey Pots 

Module 24: Buffer Overflows 

Module 25: Cryptography 

Module 26: Penetration Testing 

Module 27: Covert Hacking 

Module 28: Writing Virus Codes 

Module 29: Assembly Language Tutorial 

Module 30: Exploit Writing 

Module 31: Smashing the Stack for Fun and Profit 

Module 32: Windows Based Buffer Overflow Exploit Writing 

Module 33: Reverse Engineering 

Module 34: MAC OS X Hacking 

Module 35: Hacking Routers, cable Modems and Firewalls 

Module 36: Hacking Mobile Phones, PDA and Handheld Devices 

Module 37: Bluetooth Hacking 

Module 38: VoIP Hacking 

Module 39: RFID Hacking 

Module 40: Spamming 

Module 41: Hacking USB Devices 

Module 42: Hacking Database Servers 

Module 43: Cyber Warfare- Hacking, Al-Qaida and Terrorism 

Module 44: Internet Content Filtering Techniques 

Module 45: Privacy on the Internet 

Module 46: Securing Laptop Computers 

Module 47: Spying Technologies 

Module 48: Corporate Espionage- Hacking Using Insiders 

Module 49: Creating Security Policies 

Module 50: Software Piracy and Warez 

Module 51: Hacking and Cheating Online Games 

Module 52: Hacking RSS and Atom 

Module 53: Hacking Web Browsers (Firefox, IE) 

Module 54: Proxy Server Technologies 

Module 55: Data Loss Prevention 

Module 56: Hacking Global Positioning System (GPS) 

Module 57: Computer Forensics and Incident Handling 

Module 58: Credit Card Frauds 

Module 59: How to Steal Passwords 

Module 60: Firewall Technologies 

Module 61: Threats and Countermeasures 

Module 62: Case Studies 

Module 63: Botnets

Module 64: Economic Espionage 

Module 65: Patch Management

Module 66: Security Convergence

Module 67: Identifying the Terrorist
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